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What It Is:

The 2019 Cloud Security Threat Report Compares and contrasts the
perceptions versus realities of cloud security using a combination of an
external market study of 1250 IT decision-makers in 11 countries
worldwide against various security telemetry that Symantec tracks across
Cloud, email, Web security services, threat intelligence and other
internally managed data sources.

2019 Symantec Cloud Security Threat Report (CSTR)

Download your copy today!

Perceptions

Reality

Surveyed 1250 IT Decision 
Makers / Across 11 Countries
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2019 CSTR Key Findings

The main reasons? 
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54% SAY THEIR CLOUD SECURITY CAN’T KEEP UP 

53% OF WORKLOADS ARE IN THE CLOUD

69% 
Confidence is low

BELIEVE THEIR DATA IS ALREADY 
FOR SALE ON THE DARK WEB.

1/3
Risky End-User Behavior

OF DATA IN THE CLOUD 
SHOULDN’T  BE THERE.3/4

Immature Security Practices

EXPERIENCED A SECURITY 
INCIDENT DUE TO POOR 
CONFIGURATION, NOT USING 
2FA, DLP OR ENCRYPTION

25%
Overtaxed IT Staff

OF CLOUD SECURITY ALERTS 
GO UNADDRESSED.

4x
Lack of Visibility

COMPANIES ESTIMATE THEY USE 452 
CLOUD APPS; THE ACTUAL NUMBER IS 
NEARLY FOUR TIMES HIGHER (1,807)

Enterprises have reached a tipping point

Symantec Cloud Security - research results
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1-20% of total workload 20-40% of total workload 40-60% of total workload 60-80% of total workload 80-99% of total workload 100% - all computer workload has
been moved to the cloud

Total Americas [500] Western Europe [450] Asia-Pacific [300]

Analysis showing what percentage of workload at respondents’ organizations have already been moved to the cloud. Asked to all respondents (1,250), split by geographic region (base in chart [x]) 

53%
total 

average

54%
Americas 
average 52%

Western 
Europe 
average

51%
Asia-

Pacific 
average
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The movement of workloads onto the cloud



Struggle to keep up with cloud
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54%

OF RESPONDENTS AGREE THAT THEIR 
ORGANIZATION’S CLOUD SECURITY 
MATURITY CANNOT KEEP UP WITH 

THE RAPID EXPANSION OF 
NEW CLOUD APPS

My organization’s increasingly complex 
cloud infrastructure is opening us up to a 

host of new threats

My organization’s cloud security maturity is 
not able to keep up with the rapid 

expansion of new cloud apps

My organization’s cloud security team is too 
overloaded to address many of the alerts 

that it receives

There is no central authority or guidance for 
how to select or enable correct 

cloud app controls
43%

49%

54%

65%

FIGURE 26:
Analysis showing the percentage of respondents who agree with the statements above. Asked to all respondents (1,250)
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FIGURE 5:
“Has your organization encountered problems due to a lack of visibility of cloud workloads when expanding cloud 
infrastructure?” asked to all respondents (1,250)

34%

30%

29%

27%

27%

25%

24%

21%

17%

15%

10%

7%

Increase in complexity of the cloud/cloud 
infrastructure now difficult to manage

Data duplication/cloud app type duplication

Possible repetitive costs for multiple 
instances/licenses of cloud apps

Rise in shadow IT – unknown business apps in use

Lack of control over data access

Inability to identify threats

Threat detection takes too long

Unable to ensure data protection regulatory 
compliance

Siloed data

Unknown number of endpoints

There have been no negative impacts due to a lack 
of visibility of cloud

There isn’t a lack of visibility of cloud workloads

2019 CSTR Key Findings

Losing visibility when expanding cloud infrastructure

Download and Run Cloud Apps 
without informing IT

36%
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PERCEPTION

452

1807
CLOUD APPS

2019 CSTR Key Findings

Losing visibility when expanding cloud infrastructure

ACCORDING TO SURVEY RESPONDENTS, THE AVERAGE ORGANIZATION BELIEVES ITS EMPLOYEES ARE
USING 452 CLOUD APPS. HOWEVER, ACCORDING TO SYMANTEC’S OWN DATA, THE ACTUAL NUMBER
OF SHADOW IT APPS IN USE PER ORGANIZATION IS NEARLY FOUR TIMES HIGHER, AT 1,807.

REALITY

CLOUD APPS



Oversharing sensitive files
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93% OF RESPONDENTS BELIEVE 
OVERSHARING CLOUD STORED FILES

CONTAINING COMPLIANCE
DATA IS A PROBLEM

93%

93%

94%

93%

35%

37%

33%

36%

Total

Americas [489]

Western Europe [444]

Asia Pacific [296]

FIGURE 10:
Analysis showing the percentage of respondents who think that 
cloud stored files containing compliance data are overshared 
within their organization, vs. the average percentage of cloud 
stored files that are overshared in respondents’ opinions. Asked to 
respondents whose organization stores data on cloud (1,229), split 
by geographic region (base in chart [x])

Percentage of respondents who think that cloud stored files containing 
compliance data are overshared within their organization

Average percentage of cloud stored files that are overshared in 
respondents’ opinions

2019 CSTR Key Findings



Data on the dark web
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FIGURE 25:
“Has your organization seen any evidence of its data being sold/offered on the dark web to third parties?” 
asked to all respondents (1,250)

68%

HAVE SEEN DIRECT OR LIKELY
EVIDENCE THAT THEIR DATA HAD

BEEN FOR SALE ON THE DARK WEB

Yes, we have seen our 
data for sale

Yes, we have seen strong evidence 
of our data being offered for sale

Maybe, we have seen evidence 
to suggest that our data 

might be for sale

No, we have not seen any evidence 
but suspect that it is regardless

No, we don’t think this has 
happened 31%

19%

15%

22%

11%

2019 CSTR Key Findings



24%

21%

11%

11%

9%

7%

7%

6%

4%

Security incidents

Symantec Cloud Security - research results

FIGURE 8:
“When thinking about your infrastructure or apps in the cloud, what types of security incidents are you investigating the 
most?” asked to all respondents (1,250)

Data breaches

Cloud malware injection

DDOS

Cross-cloud attacks

Cloud orchestration attacks

Serverless/Function-as-a-Service attacks

Insider attacks

Account takeovers

Side channel attacks

37%

32%

31%

5%

FIGURE 9:
“What percentage of security incidents investigated by your 
organization have occurred in the cloud or on-premise over the 
past 12 months?” showing the average percentage specified for 
each answer option, asked to respondents whose organizations 
stores data both in the cloud and on-premise (838)

Percentage of solely 
on-premises incidents

Percentage of solely cloud incidents

Percentage that are a mix of cloud and 
on-premise incidents

Don’t know

2019 CSTR Key Findings



2019 ISTR 

Targeted Attack Groups



Threats to cloud infrastructure
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FIGURE 14:
“What have been the biggest threats to your organization’s cloud infrastructure over the last 12 months?” displaying a 
combination of responses ranked first, second, and third, asked to all respondents (1,250)

45%

43%

42%

37%

35%

35%

30%

28%

Managing identity and authentication

Phishing

Accidental insider threats

Advanced persistent threats

Malicious insider threats

DevOps/container security/insecure APIs

Poor visibility into infrastructure

Remote employees

TOP three THREATS…

CSTR Key Findings



Risky behavior by employees
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FIGURE 23:
“Have you encountered any instances of employees at your organization exhibiting any of the following high-risk behavior in 
regard to cloud applications in the past 12 months?” asked to all respondents (1,250)

NINE IN TEN RESPONDENTS HAVE 
ENCOUNTERED EMPLOYEES AT THEIR 

ORGANIZATION EXHIBITING HIGH-RISK 
BEHAVIOR…

90%

37%

36%

35%

34%

32%

31%

28%

28%

18%

10%

Weak passwords/bad password policies

Downloading or using cloud apps without telling IT 
(shadow IT)

Using their own device for work purposes

Poor password hygiene (storing them on an Excel 
or notepad)

Using personal email for corporate documents to 
avoid attachment limitations

Multiple people accessing one account

Relaxed approach to cloud infrastructure 
management

Over-use of cloud infrastructure for highly 
confidential data

Unknown corporate expenditure for cloud app 
licensing

There have been no instances of risky employee 
behavior in the last 12 months 

2019 CSTR Key Findings



14

Best Practices: Building an Effective Cloud Security Strategy

DEVELOP A GOVERNANCE 
STRATEGY SUPPORTED BY A 

CLOUD CENTER OF EXCELLENCE 
(CCoE)

EMBRACE A ZERO-
TRUST MODEL

PROMOTE SHARED 
RESPONSIBILITY

USE AUTOMATION AND 
ARTIFICIAL INTELLIGENCE

WHEREVER POSSIBLE

AUGMENT IN-HOUSE CLOUD 
SECURITY EXPERTISE WITH 

MANAGED SERVICES
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Cloud attacks & breaches may explode as a function of greater usage

CSTR Fact: 25% of cloud security alerts go unaddressed.

Ubiquity of compute (cloud & IoT), storage (cloud & IoT) and bandwidth 
(5G) challenges notion of Security at Scale

Is the ubiquity of compute leading to a loss of privacy?

The Future of Cloud Security

Concerns for the future

CSTR Fact: 1/3 of the data in the cloud shouldn’t be there.

• GDPR is not the last privacy regulation – more are coming
• Greater accountability and liability for PII breaches and stewardship

CSTR Fact: Organizations have reached a tipping point with 54% of their workloads residing in the cloud.



The Future of Cloud Security

Do we need to reimagine the role security plays in the enterprise?

Concerns for the future

CSTR Fact: Organizations underestimate their use of cloud apps by nearly 4x.

As cloud matures, will enterprises maintain agility, portability & choice?

CSTR Fact: 54% of organizations agree that their cloud security maturity isn’t able to keep up with the rapid 
expansion of new cloud apps

Symantec Cloud Security - research results


