
INSIDE FEDERAL CYBERSECURITY
Cyber threats have become more prevalent and sophisticated in 
recent years. From 2012 to 2013 alone, federal agencies reported a 
32% increase in cyber intrusions,1 and the FBI Director has testified 
that the threat from cyberattacks will soon eclipse terrorism.2 To 
bolster cyber defenses, the Obama Administration has called for 
agencies to develop more holistic cybersecurity and made 
cybersecurity a top priority across the federal government.

The biggest cybersecurity gaps at federal agencies are human-centric, not technical

The top cyber threats identified by federal leaders take advantage 
of poor workforce cyber hygiene

Methodology
GBC and Dell Software deployed a survey to a 
random sample of Government Executive online and 
print subscribers in April 2014. This infographic 
shows survey data from 424 federal employee 
respondents, including those of GS-11 through 15 
grade levels and members of the Senior Executive 
Service.

1. GAO-14-354, Information Security, April 2014
2. Washington Post, “FBI director warns of 
cyberattacks,” November 2013

About Dell Software
Dell Software makes it easy to securely manage and 
protect applications, systems, devices and data to help 
organizations of all sizes fully deliver on the promise of 
technology. Our simple yet powerful software – combined 
with Dell hardware and services – provide scalable, 
integrated solutions to drive value and accelerate results. 
Whether it's Windows infrastructure, the cloud and mobile 
computing, or networks, databases and business 
intelligence, we dramatically reduce complexity and risk to 
unlock the power of IT. www.dell.com/software

About GBC
Government Business Council (GBC), the 
research arm of Government Executive 
Media Group, is dedicated to advancing 
the business of government through 
analysis and insight. GBC partners with 
industry to share best practices with top 
government decision-makers, understand-
ing the deep value inherent in industry’s 
experience engaging and supporting 
federal agencies.

Apart from budget constraints, the top obstacles to more holistic 
cybersecurity relate to personnel management

66% Phishing

63% Email embedded with malware

46% Slow technology acquisition processes

44% Bureaucratic inertia

52% 

30% 

93% 
of federal executives identify at 
least one defense element in need 
of significant improvement. 
But which need the most help?

of federal executives say their 
agency is the target of cyber 
intrusions multiple times each 
month or more

say they are a target multiple 
times each day

RISK
MANAGEMENT

51%
strategies for maintaining 

situational awareness, 
continuity of operations, 

and disaster recovery

IDENTITY & 
ACCESS 

MANAGEMENT

29%
authentication and 

authorization procedures

WORKFORCE 
EDUCATION

52%
cybersecurity literacy and 

awareness training

CONFIGURATION 
MANAGEMENT

44%
patching policies, upgrade 
processes, and end-point 

management

SECURITY TOOLS

34%
perimeter defenses 

including �rewalls and 
antivirus software

SECURITY 
OPERATIONS

38%
incident response, 

forensics, and vulnerability 
assessments


